Online Banking

UniCredit has adopted for its clients a very simple and elegant security solution. The client is provided an electronic security token that resembles a small calculator and which ensures secure authorisation (confirmation of access rights) of the client. Moreover, the token safeguards the client’s communication with the Bank using 128-bit encryption (SSL version 3.0), which is sufficient guarantee that transferred data cannot be misused as a result of the information flow.

Basic security rules – Online Banking

1) Never leave your electronic security token (hereinafter referred to just as the “token”) unattended.
2) Carefully safeguard your access information for the token (PIN).

3) Never carry written information about your PIN together with the token.
4) Do not tell anyone the PIN for your token. 

5) If you think that your PIN has become known to a third party – even if only by accident – change it.

6) Do not choose “simple” numbers for the PIN, such as, for example, your date of birth or address.

7) If your token is lost or stolen, please inform the Bank and request that your access to internet banking be blocked.
Telebanking

Security is for us an essential condition for successful provision of direct banking services, including the Telebanking service. If you choose to use Telebanking, you will select a secret personal security password, which will be known only to you. The Bank will generate your personal Client PIN and will assign an identification number to your account. 
Basic security rules – Telebanking

1) Carefully safeguard your access data (personal password, PIN and personal number).

2) Do not, under any circumstances, tell your identification characters to another person.
3) If you suspect a disclosure of your information, call the Bank and request that the product be blocked. 
In case of need, you may of course request a change of the identification characters.

Basic security rules on the internet – NetBanka

The internet is a network that can in many cases simplify and make more effective your business and connection with the Bank. For your security, though, it is necessary to remember a few principles that are regarded as standards and that you should keep in mind when using NetBanka on a computer on an external network (e.g. in an internet cafe, at your workplace), and even on your home computer:

1. Close down any unknown programs. 

2. Continuously monitor changes in system settings with the help of an antivirus system, and enable automatic updating of antivirus programs. 

3. Do not use a service that involves sharing disks. 

4. Do not open e-mail attachments from unknown senders.
5. Never send anyone any of your passwords by e-mail.
6. Use a personal firewall (a necessity for a continuous internet connection, but also very appropriate for a dial-up connection).
7. Regularly install security patches for the operating system and browser that you use. 

8. Perform regular inspections and remove both spyware and addware. 

For NetBanka with digital certificates, moreover:

9. When importing an SSL certificate to a browser, do not mark a private key as exportable.
10. Upon completing import of the SSL certificate to the browser, save the certificate file with the ending .p12 outside of the computer (e.g. to a diskette). 

11. After finishing work, remove the diskette or USB disk with the certificate. 

12. If you use NetBanka on an external computer, delete the SSL certificate from the browser after finishing your work.
13. If you have copied any of your certificates to a disk, do not forget to remove them from the disk after finishing your work. 

GSM Banking

Of all the methods to manage your account by mobile telephone, the SIM Toolkit application offers the only genuine method of security. In order to access the banking application menu, you must know the BPIN code, which you create yourself on the basis of the BPUK code. No one else – not even the GSM network operator or the Bank – will know this code. Instructions are sent to the Bank via encrypted text messages, and no one, aside form the Bank which alone knows the encryption key, can decipher these messages. The encryption key is different for every SIM card.

Basic security rules – GSM Banking

1) Never leave your mobile telephone unattended.
2) Carefully safeguard the access data to your mobile telephone (particularly the PIN, PUK, BPIN and BPUK).

3) Never carry written information about your access information together with your mobile telephone.
4) Do not tell anyone the access data to your mobile telephone. 

5) After finishing your work in the banking menu, exit the menu.
6) In case of losing your SIM card, call the Bank and request that the GSM Banking product be blocked.
7) If you suspect disclosure of the BPIN, immediately change this security code.
